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Abstract Since the Ravenscar Tasking Profile is published [Burns

1999], we will not reiterate the specification here.

There are some interactions between the Ravenscar Task-

ing Profile and sequential Ada language constructs which

can cause undesirable behaviour for high integrity systems.2 Memory Management

We examine some of the interactions and discuss potential

changes to the definition of the Ravenscar profile to correct  Most traditional long-lived, embedded, real-time and

the deficiencies found. high integrity systems abhor dynamic memory. This
presents a challenge since dynamic memory allocation and
deallocation are an integral part of Ada. The Ravenscar-

1 Introduction Tasking Profile [Burns 1999] assumed that programs and
implementations would not use dynamic memory, but did

The Ravenscar Profile has generated a significant amounf'©t t@ke explicit steps to enforce this in the profile speci-
of interest in the hard real time, embedded, and high in- fication. Indeed, some programs may wish to use Storage
tegrity (safety critical and security communities. It has been P00IS, and at least one high integrity Ada implementation
the subject of ongoing research [Fowler 1999] [LAM 1999] (AONIX) claims to have a storage pool capability for its
[LA 2000] and has at least two commercial implementa- high |ntegr_|ty product. There are also a number of Ada con-
tions. structs which may use dynamic storage (eg - return of un-

Current thinking in the Ada community is that the constrained types) in. some implementations. Indeed, even
Ravenscar Profile should be made an 1SO technical reportn® HRG has recognized that storage pools may be needed
or standard and incorporated into a revision of Ada in the I high integrity systems [HRG 1998].

2005 time frame. For concurrent systems the allocation and deallocation

While Ravenscar has generated considerable interest an@f memory must be atomic operations from the point of
seems to be filling the role envisioned for it as the work of a View of any combination of tasks that could be accessing
specialised group, the situation changes significantly whenth€ same storage pool or dynamic memory. For a Raven-
such a profile is considered for inclusion as an integral partScar runtime kernel to support such memory usage, either a
of the Ada language. In that context the profile must be NeW locking paradigm must be specified or the profile must
cohesive in the context of the complete language and mus€mbed all such accesses inside a protected object.
address all of the relevant issues associated with tasking; is- At the present time the Ravenscar Tasking Profile is
sues such as memory management, shared variables, excepilent on the matter of memory management. To address
tions, task elaboration and activation, improved Specifica_ the issue, the Ravenscar Profile could chose one of the fol-
tion of bounded behaviours, indefinite and controlled types lowing alternatives.
and scope closuref/finalization.

Before Ravenscar is considered as a secondary stan- 1. Explicitly forbid memory management. This
dard to the Ada standard or is included in any update to means that the Ravenscar Tasking Profile specifi-
ISO 8642:1995, these issues need to be addressed in the cation must also explicitly include the restrictions
Ravenscar specification. This paper addresses the issues No_Implicit_HeapAllocation, which prohibits actions
mentioned above and proposes how Ravenscar can address such as return of unconstrained types where the im-
them. plementation would use dynamic memory for transient



objects or other objects, and Mdlocators, which pro- differ from the implementations, leaving the kernel to im-
hibits explicitly allocated dynamic memory. plement locking semantics for objects which fall into this
class.)

In order to implement these pragmas, a compiler code
generator must have some knowledge of the underlying ar-
chitecture and possibly how the runtime is mapped onto the
processor (eg - use of hardware cache, processor modes,
or if memory is shared between multiple processors). Itis
often the case that pragma atomic cannot be implemented
without task scheduling support from the runtime.

For example, a packed array of booleans with pragma
) _ ) atomiccomponents applied will require several machine in-

ltem 1 above means that there is no interaction betweenstyctions to compare or update any subset of the variable.
a Ravenscar kernel scheduler and memory allocation and iSrhe risk of interleaving operations on the object from dif-
the simplest to specify and implement. Unfortunately, this ferent tasks demands an kernel lock be provided and used.
may be too restrictive for real programs, especially onesthat 1, yate there have been two attempts to formally ver-
intend to use storage pools. o ify the Ravenscar tasking profile[Fowler 1999] [LA 2000],

ltem 2 requires that the kernel specification enforce gnq peijther of them has considered the scheduling implica-
atomic memory allocation. In this case the Ravenscar pro-(ons of shared variables for Ravenscar. This clearly demon-

file could specify that all memory allocation have the se- gy ate5 that there is a need for the Ravenscar Tasking Pro-
mantics of a call to a protected object dedicated to a singlefiig 1g explicitly address the issue of shared variables in a

storage pools, or could specify a unique protocol. Ravenscar-compliant system.
The use of protected operations to specify the semantics For a Ravenscar kernel, the only locking mechanism ex-

pf memory operat_ions from storag(_a poo_ls has S’Chedu“wpected to be provided is the protected object. This means
|[an|c.at|ons. (While nqt ;Fr@tly a signalling gvent as de- that locking mechanisms for shared objects must be ex-
fined in ARM.9.10, the |n|t|at.|on an_d completion of apro-. pressed in terms of protected objects. Therefore we propose
tected operation are scheduling points for a kernel since P'"that the Ravenscar Tasking Profile state that all shared vari-
ority changes are required and task scheduling status MUSLpias to which pragma atomic or atoniomponents ap-

be re_-evaluated.) Itis for this reason that Re_lvgnscar ml_JSthies where multiple processor instructions are required to
specify whether or not storgge po_ol support is included n update or compare the object or its components be managed
the model and what model is provided to guarantee atomlcby the kernel as though protected by a protected object with
access. ceiling priority priority’last with a protected procedure for

It IS our belief that storage pools are a necessary Adaeach operation (such as assignment, equality, less than, etc.)
functionality, even for embedded and real time systems, and

that Ravenscar must therefore specify how storage pool al-

location and deallocation is handled by a compliant kernel. 4  Exceptions
Whatever choice is made however, the Ravenscar Pro-

file must specify the semantics of the memory model that it

chooses.

2. Explicitly ~ forbid use of the heap - i.e.
No_implicit_HeapAllocation and the use of "new”
for types that do not have a storage pool, but permit
allocation of objects from storage pools.

Each of these alternatives is analysed below.

2.1 Analysis

Even though Ravenscar attempted to define the task-
ing profile to not require exceptions, it must be noted that
exceptions are a language feature of Ada that cannot be
3 Shared Variables avoided. Many exceptions commence with hardware ex-

ceptions or traps that are delivered to the executing task and

Shared variables are a fundamental intertask commu-mustbe handled. The Ada semantics for exception propaga-
nication mechanism in Ada. Ada provides the pragmas tion and handling SDECify how such exceptions are handled
"volatile”, "atomic” and "atomiccomponents” to guarantee  Once acquired by the software.
that such objects are correctly updated. Ravenscar explicitly ~There are essentially two ways that exceptions interact
permits the pragmas Volatile and Atomic, but does not ad- with concurrency in Ada; within the conext of a single task,
dress how a kernel might support these when the variablesand in contexts between tasks or between the kernel and a
being managed are more complex that a single processotask.
word. (Note that implementations must generate compile  Most exceptions are raised, propogated and handled in
time errors when these pragmas are not supported by thehe context of the operation of a single task (such as Con-
implementation for the selected object size. The relevantstraintError, ProgranError or explicit exceptions). Except
issue is that the hardware support for atomic update maywhere such exceptions interact with a protected operation,



the elaboration of a task or the termination of a task, therecan be improved. Evaluation of queue entry guards and the
are no scheduling issues. state of the queue is a protected operation, hence the run-
Exceptions raised by the runtime environment or by a time always knows when Ravenscar restrictions have been
task but affecting other tasks have a deleterious effect onexceeded and can faithfully raise Progr&mor.
the predictability of a program and must be identified and  The original definition of Ravenscar left this as a
eliminated. Situations that can result in such exceptions arebounded error in the belief that some programs using
as follows. Ravenscar may not wish to handle exceptions. We argue,
however, that this puts an obligation on the application to
1. When a task is queued on an entry and another taskshow that situations which would result in an exception are
calls the same entry before the first one is released,avioded:; it does not place a burden on the runtime to avoid
a bounded error results as defined by the Ravenscaraising exceptions where they are warranted.
Profile [Burns 1999]. The bounded behaviour could  Therefore we believe that this situation must result in an
be the detection of the situation at compile time and exception being raised and propose that Ravenscar make it
a compile-time error, creation of an exception in the the stated behaviour when a task attempts to queue to an
second calling task, the loss of knowledge of the state entry that already has a waiting task.
of the first queued task, or an exceptionin the firsttask.  The second issue, exceptions during task elaboration,
. . . . : cause exceptions to be propogated to the elaborator of the
2. Exceptions raised during el_abo_ra_uon of Ilbrary-level task. In Ravenscar, this can only happen during startup
tasks (c_aused perhaps bY discriminant evgluanon of 4pefore the mainline commences execution. Even without
task_bemg elaborate_d) will cause the main task per- exceptions being raised, there may be race conditions be-
forming the elabor:?mon tq raise an (_axceptlpn. Tasks tween elaborating tasks that. It is our belief that the Raven-
elaborated and activated in deglaratl\(e regions eI"’.lbo'scar Tasking Profile should provide more explicit elabora-
rated before the one under consideration will be active. tion control to ensure that explicit control of task elabora-

3. Ada95 permits interrupts to be dynamically attached, fion and startup. _
detached and replaced. These attach and detach oper- The third issue, the dynamic attachment and detachment
ations can cause exceptions to be raised in the task exOf exception h_andlers, has serious implications to programs.
ecuting these calls, due to events or sequences eventshe state of interrupt management hardware could cause

that are not correctable by the task that caught the ex-Premature interrupts as the handler is being attached. De-
ception. tachment of a handler could occur in an order that does not

correctly match the order of attachment, resulting in the ex-
ception Prograntrror being raised. There is no known al-
gorithm to ensure that such attachments and detachments
do not raise exceptions in the general case.

For these reasons, we believe that Ravenscar should ei-
ther explicitly forbid interrupt attach and detach handlers,

; leaving only the static attachment of such handlers; or
Asplund and the author [LAM 1999]. In this paper, our for- should limit the use of dynamic handler attachment to a sin-

mal model of prot_ected O.bJeCt.S included the compl_ete Se'gle event, thereby severly limiting the ways that such ex-
mantics of exceptions raised in a protected operation andceptions can be raised
e e coscaton o oy on ! Generl Ravescar shold uid bounded arors.
. . P ption P the application can detect an erroneous situation, Ravenscar
objects.It is the case, however, that exceptions may also be

. Should insist that an exception be raised. The raising and
propagated to the main body of a task and cause the task t(?1andling of exceptions is not an issue for Ravenscar; they

terminate. Attempts to terminate a task in Ravenscar is aneedto be raised, propogated and handled as a normal part

e bl L e o xCEplon o he angusge, g upon pplcatons at e o
9 ' inate exceptions to use analytical techniques for this elimi-

that Ravenscar should specify the bounds of this error. nation
The first identified issue, attempts to queue a task on '
an entry queue that is full, is presently a bounded error in
Ravenscar. Possible bounds of such behaviour is the los® Scope Management
of the knowledge that one of the waiting tasks is queued
for a protected entry, conceivably resulting in the perpetual  The termination of a scope (subprogram or block) can
blockage of the “lost” task. The current permissiveness of be a complex activity in Ada. At a minimum the following
making failure to obey this restriction only a bounded error activities may be performed at each scope closure:

4.1 Analysis

The general issue about the interaction of exceptions
with protected operations, including entry guard evaluation
and exception propogation, was addressed by Lundqvist



e exception traps, exception evaluation, and exception Reference

propagation,
[ARM 1995] ISO/IEC/JTC1 8652:1995 Ada Program-
e wait for any locally declared tasks to terminate ming Language Reference Manual, ISO 1995
[Burns 1999] Burns A. The Ravenscar Profile. Ada Let-
e finalisation of objects whose existence is terminated ters, December 1999

within the scope. [Fowler 1999] Fowler S. A Development Method for

o . o ] ) Trusted Real Time Kernels. PhD Dissertation, York
The first item, exception processing, is discussed in section  ynjversity, York UK. 1999

4 above. There are no new requirements that arise because

of the interaction of exceptions and scope closure. [Kamrad 1999] Kamrad M. An Ada Runtime System Im-
The second item, the interaction of tasks and scope clo-  Plementation of the Ravenscar Profile for a High Speed

sure, is precluded in Ravenscar because nested task objects APPlication Layer Data Switch. Reliable Software

and allocators are forbidden. Similarly, the interaction be- ~ 1echnologies Proceedings of the Ada Europe Confer-

tween scope and protected objects is irrelevant since nested ~ €Nce, Springer Vorlag, 1999

protected objects could interact with at most a single task [HRG 1998] Guidance on the Use of the Ada Pro-
E}tl;ﬁcznjn?nﬁ?g;?r? the scope under consideration) and are gramming Languagg in High Integrity Systems.
9. ISO/IEC/JTC1 Technical Report 15942, 1SO 1998
The third item, finalisation of objects, is a significant area _
that needs consideration. In general finalisation is coupled [LA 2000] Lundqgvist K., Asplund L. A Ravenscar-

with garbage collection. Depending upon the implemen- Compliant Run Time for Safety Critical Systems. Real
tation, it may not occur on the thread of the task closing Time Systems Journal, Stockholm, Sweden, Kluwer
the scope if the work to be done is significant. Situations Acedemic Publishers Group, 2000

where this can occur are associated with nested task ob-
jects, nested protected objects, and nested objects derived
from controlled types. Nested tasks and protected objects
were discussed above, hence we are left to consider nested
objects of types derived from controlled types.

This discussion leads us to conclude that Ravenscar
should prohibit the declaration of objects of types derived
from Ada.Finalization.Controlled in scopes that are deeper
than library level, and prohibit allocators to such types. The
effect of banning the declaration of derivatives from con-
trolled types from all such places makes controlled types
uninteresting because they can never go out of scope. It
therefore seems reasonable to prohibit controlled types in
Ravenscar compliant runtime systems.

[LAM 1999] Lundgvist K., Asplund L., Michell S. A For-
mal Model of the Ravenscar Tasking Profile: Protected
Objects. Reliable Software Technologies Proceedings
of the Ada Europe Conference, Springer Vorlag, 1999

6 Conclusions

This paper has addressed the outstanding situations in
Ada where language features, though not strictly concurrent
themselves, interact with concurrency in ways that may lead
to unsafe situations. Before Ravenscar can become fully in-
tegrated into an Ada language definition, they must be con-
sidered and appropriate action taken to address them in the
context of Ravenscar. Each issue either needs to be explic-
itly addressed and kernel behaviour specified, or additional
restrictions are required to make sure that the events are not
possible.



